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Historical Data Predictions

Energy Forecasting

A technique that uses historical data as inputs to make 
predictions of the future generation/consumption

Energy Markets

 Challenge: means to store generated energy

 Goal of Energy Forecasting: balance between 

consumption and generation

Industry 4.0 & Industry 5.0

 Industry 4.0: digital revolution of IT-driven 

aspects in industries

 Technology-driven: smart factories, cyber-

physical systems, decentralized self-

organization

 Industry 5.0: complement Industry 4.0

 Value-driven: sustainable, human-centric, 

resilient European industry
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 Matching energy prediction and Industry 4.0 & 5.0 aspects

 Incorporate energy forecasting:

 Raise awareness regarding security incidents 

 Protect workers and physical/informational assets

 Two Energy Forecasting Based systems:

 Sets of machine learning models

 Dynamic monitoring services (SaaS)

Industry 
5.0

Energy 
Prediction 

Industry 
4.0

Research Target

Energy 
Forecasting 

Analyzer

Energy 
Forecasting 

Tool





Workshop | Tools and Techniques for Intelligent and Secure Energy Trading| May 26, 2022 6

Energy Forecasting Tool

Web-based Application
Provide dynamic energy forecasting 

services

Adaboost.
R2

Random 
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Gradient 
Boosting 
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Vector 

Regressor

Linear 
Regressor

Model 
Training

Model 
Tuning

Energy 
Prediction

Prediction Models

Model Validation

Services

Train Test Split Cross Validation

Overview
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Energy Forecasting Tool
UI Samples
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Energy Forecasting Tool
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Material and Methods

Goal: 
 Monitoring assets and raise awareness of security incidents

Industry shop floor
• Energy consumption livestream
• 10 sensors/analyzers

Data
Set

 Two analyzers:

 historical time window (3 months)

 predefined model: instantly trained and used to predict future samples

 future data samples (next 24 hours)

Case Study
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Results and Discussion

 Predictions: close to the 

analyzers’ profiles

 Dep #1 analyzer: variation 

between profile and prediction 

(low prediction accuracy)

Monitor analyzer’s behavior:

 Compare actual behavior with 

daily profile and predicted chart

 No match or unexpected 

sudden spike/drop

 Generate alert to check the 

deficiency
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Prediction accuracy R2 ≈ 0.67

Prediction accuracy R2 ≈ 0.88
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Energy Forecasting Analyzer

 Part of integrated multi-domain system architecture

 Security and safety mechanisms for FoF

 Microservices architecture: 

 Scalability, availability, and resilience of the 

decentralized systems
Network
Analyzer

Human Behavior
Analyzer

Energy Forecasting 
Analyzer

Analyzing energy consumption to monitor 
buildings and detect deficiencies over time 

Intelligent 
Correlator

Correlator
Interface

Apache Kafka
Distributed event 

streaming platform

Overview
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Energy Forecasting Analyzer

Energy Forecasting 
AnalyzerSensors / Analyzers

Monitor power consumption 

Predict future energy records 

Generate forecasting-based alerts

Compare actual and predicted values

Training 
Phase

Scanning 
Phase

How It Works

Historical 
energy 

consumption 
records
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Energy Forecasting Analyzer

Sensors / Analyzers

1. Retrieving historical data (ex. 3 months)
2. Data preprocessing & aggregation
3. Training ML model
4. Model storage

Input data 
adapter

DB

MS Excel

Training Phase

Scanning Phase

1. Retrieving recent consumption (ex. last hour)
2. Loading trained model
3. Predicting expected consumption
4. Compare predicted and actual values
5. Generate and broadcast alerts

Alert 
broadcasting 
mechanism

DBAPI

APIs

Training / Scanning
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Energy Forecasting Analyzer
Alert Sample
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