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= Networks are prone to cyber attack.(Example)

Threat
Device Hijacking

Countermeasures
Device Identification
& Access Control,
Security Lifecycle
Management

An attacker gains control
of an appliance such as a
washing maching and
uses it to unlock an
exterior door or change
the banking temperature
on a smart oven

Threat
Application level
distributed denial of
service (DDaS)

Countermeasures
Device Identification
& Access Control,
Security Lifecycle
Management

Threat
Personal Denial of service
(PDoS)

Countermeasures
Authentication,
Encryption, Access
Control and Application
Level DDoS Protection,
Security Monitoring and
Analysis

Threat
Privacy, Data & Identity
Theft

Countermeasures
Authentication,
Encryption and Access
Control

Threat
Man 10 the middle attack

Countermeasures
Authentication,
Encryption, Security
Lifecycle Management




Introduction

= All devices in a network, such as smart farm, energy system, can be the targets by cyber attackers.
» Smart Farms are using an energy through a farm network for loT devices.
» Relevant parties try to trade energy on the energy network by sending each other messages such as reply or request.
» Now the networks are prone to cyber attack.

= Need a new security network model for smart places.
» Strong security qualification in real time detection.
* (extra) Should detect an anomaly signal by analyzing features correlation.

= Suggesting Model
« analyzes the anomaly signals of network based on abnormal feature detection
* (extra) detect by analyzing the relationship between each feature to the anomaly detection model.
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Related Works

= Anomaly Signal
» When the traffic under attacks is anomaly, the EWMA algorithm smooths the large fluctuation too.
 While the AEWMA algorithm can retain the anomaly characteristics of the sample value.
» AEWMA algorithm is more suitable than the EWMA algorithm for DDoS attack detection based on the anomaly characteristics of

traffic.
Normal Signal )
(withour artacks) Anomaly Signal
(with attaclks)
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Related Works

= Energy Network for Energy Trade Market

» The energy generators such as the solar system and the home solar system sending a SHARE message.

Energy Company | Home Solar System

Smart Factory

gl WY

Wearable Devices

Cotroller

' Blockehain module

Device IF Usar IF

Operating System

T

Weh Customer Serviecs

SmartToeT Devices

Security I'F

Operating System

Moniter

Smart Vekicle

Multi-Interaction Manager
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Anomaly Detection Model

= Collection of Network Signals.
» The ADM consists of the next steps:
 Network Signal Collection / Feature Analysis / Detection and Update
* It runs a network signal collection as the first step.
* |n the feature analysis step, it processes by analyzing the relationship of features.
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Analysis

= Feature Analysis

 Tool: WEKA 3.9.5
 Dataset: KDDCup

42 features / Selected : 15 features + 1 feature (f42)

Table 1, Feature Dafinition.

Features Calculation Classes

service(f3) Do not need ‘aol’, ‘auth’, ‘bgp’, ‘courier’, ‘csnet_ns’, ‘ctf’, ‘daytime’, ‘dis-
card’, ‘demain’, "domain_u’, ‘eche’, ‘eco_i’, ‘ecr_i’, ‘efs’,
‘exec’, “finger’, “ftp’, “ftp_data’, ‘gopher’, "harvest’, ‘host-
names’, ‘http’, ‘http_2784", "http_443’, "http_8001", ‘imap4’,
TRC, “iso_tsap’, ‘klogin’, ‘kshell’, ‘1dap’, ‘link’, ‘login’, ‘mtp’,
‘name’, ‘netbios_dgm’, ‘netbios_ns’, ‘netbias_ssn’, ‘netstat’,
‘nnsp’, ‘nntp’, ntp_u’, ‘other’, ‘pm_dump’, ‘pop_2’, ‘pop_3’,
‘printer’, ‘private’, ‘red_i’, ‘remote_job’, “tje’, “shell’, ‘smtp’,
‘sql_net’, ‘ssh’, ‘sunrpc’, ‘supdup’, ‘systat’, ‘telnet’, ‘titp_u’,
‘tim_i’, “time’, ‘urh_i’, “urp_i", ‘uucp’, “uucp_path’, “vmnet’,
‘whois’, ‘X11’, “Z39_50

Flag(fd) Do not need ‘OTH’, RET’, 'RSTCY, ‘RSTCOS0, ‘RSTR’, ‘307, ‘51, ‘327, ‘837,
‘SF’, ‘SH’

class(fd2) Do not need ‘normal’, ‘ancmaly’

count(f23), servor_rate(f25),

revror_rate(fi7),

sro_error_rate(f28),

same_sroi_vate(f25),

dst_host_count(f32),

dst_host_sry_count(f33), Need

dst_host_sawme_sry_rate(f34),

dst_host_diff_sru_rate(f35),
dst_host_serror_rate(f38),
dst_host_svy_servor_vate(f39),
dst_host_rerror_rate(fd0),
dst_host_svy_error_rate(H1)
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back,buf fer_overf low, ftp_write, quess_passwd, imap, ipsweep,

duration: continuous,
protocol_type: symbolic.

service: symbolic.

alic

!

src_bytes: continuous.
dst_bytes: continuous.

land: symbolic.

wrong_f ragment : cont inuous.
urgent: continuous,

hot: cont inuous.
num_failed_logins: continuous.
logged_in: symbolic.
num_compromised: cont inuous.
root_shell: continuous.
su_attempted: continuous.
num_root : cont inuous.
num_f i le_creations: continuous.
num_shells: continuous.
num_access_f i les: continuous.
num_outbound_cmds: cont inuous.
is_host_login: symbolic.

H ol i
count: cont inuous.

srv_count ! cont inuous.

serror_rate: continuous.

srv_serror_rate: Continuous.

rerror_rate: continuous.
sryv_rerror_rate: continuous.
same_srv_rate: continuous.

difr_srv_rate: continuous,
srv_diff host rate: continuous

dst_host_count: continuous.
dst_host_srv_count: continuous.
dst_host_same_srv_rate: continuous.
dst_host _diff _srv_rate: continuous.

~dst_host_same_src_port_rate: continuous.
dst_host_srv_diff_host_rate: continuous.

dst_host_serror_rate: continuous.
dst_host_srv_serror_rate: continuous.
dst_host_rerror_rate: continuous.




 Case Study: class (f42)

* normal signal vs anomaly signal

11:07:15 - BestFirst + CfsSubsetEval

-BestFirst + C ubsetEval

CF3 Subset Evaluator
Including locally predictive attributes

Selected attributes: 1,2,3,4,8,9,10,12,13,14,15 : 11
service
flag
count
serror_rate
same_srv_rate
dst_host count
dst_host_srv_count
dst_host diff srv rate
dst_host_serror rate
dst_host srv_serror_rate
dst_host_rerror_rate

Attribute Selection Mode Attribute selection output
@ Use ﬁJUt{'a]ningSeI EVdIUdL LU Ry cVdludle Ul a1l LrdINIng Udld B
~ r
\_J) Cross-validation Falds 10
Seed 1
=== Attribute Selection on all input data ===
” Gy g "J Search Method:
Best first.
Y = Start set: no attributes
&J S Search direction: forward
Result fist {right-click for opti Stale search after 5 node expansions
. Total number of subsets evaluated: 162
11:03:52 - Bestrirst + CfsSubsetEval Merit of best subset found: 0.648
11:04:33 - BestFirst + CfsSubsetbval
11:05:17 - BestFirst + CfsSubseteval Attribute Subset Evaluator (supervised, Class (nominal): 17 class): >

Status

training_attack_types:
A list of intrusion types.

back dos
buffer_overf low u2r
ftp_write r2l
guess_passwd r2l
imap r2l
ipsweep probe
land dos
loadmodule u2r
multihop r2l
neptune dos
nmap probe

perl u2r

phf r2l

pod dos
portsweep probe
rootkit u2r
satan probe
smurf dos

spy r2l
teardrop dos
warezclient r2l
warezmaster r2l
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Discussion

Table 4. Detailed accuracy by class with a flag,

TP Rate IFP Rate Precision Recall F-Measure MCC ROC Area PRC Area Class

0998 0.006 0.996 0.998 0.997 0.992 0.998 0.998 SF
0997 0.003 0.993 0.997 0.995 0.993 0.999 0.998 =0
0987 0.002 0.981 0987 0.984 0,983 0.996 0,987 RET
0545 0.001 0.937 0945 0941 0.940 0,992 0917 RETE
0943 0.000 0.980 0,943 Ta?lig.ﬂag§4) coun‘? Qs 0ol £),.9] Table 3. Flag Code.
0.526 0.001 0.674 0.526 4 Code Descrintion
0272 0.000 0.455 0272 Label Count 2 P
OTH 45 1 S0 Connection attempt seerL no reply.
Flac C REJ 11233 S1 Cornnection established, not terminated.
el RSIO 1562 SF Normal establishment and termination. Note that this is the same sym-
74945 ESTOS0 103 i
RSTE 2421 bol as for state 51. You can tell the two apart because for 51 there will
a0 34851 not be any byte coynts in the summary, while for SF there will be.
g1 365 REJ Connection attempt rejected.
52 127 51 Connection established and close attempt by originator seen (but no
34851 213; ?i 015 reply from responder).
o 271 53 Connection established and close attempt by responder seen (but no
reply from originator).
e RETO Connection established, orig—inatc{ aborted (;nt an RST).
46 P M R~ 1 . /197 48 271 RSTR Established, respondeli aborted.
OTH EET RSTO RSTOS0 RSTR S0 s1 82 8 SF SH RsTO50 Originator sent an SYN followed by an RST, we never saw a SYN-ACK
g . from the responder.
Figure 6. Analysis between service and flag, RSTRH Responder sent an SYN ACK followed by an RST, we never saw a SYN
from the (purported) originator.
sH Qriginator sent an SYN followed by an FIN, we never saw a SYN ACK
from the responder thence the connection was “half” apen).
SHER Responder sentan SYN ACK fellowed by an FIN, we never saw an SYN
from the originator.
OTH No 5YN seen, just midstream traffic {a “partial connection” that was not
later closed).
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new paper: under review

= Correlation of Each Feature

* 2 (or 3including class) features: doesn’t need the calculation
13 features: need the calculation

Table 1, Feature Dafinition.

Features Calculation Classes

service(f3) Do not need ‘aol’, ‘auth’, ‘bgp’, ‘courier’, ‘csnet_ns’, ‘ctf’, ‘daytime’, ‘dis-
card’, ‘"domain’, ‘domain_u’, ‘echo’, ‘eco_i’, ‘ecr_i’, ‘efs’,
‘exec’, “finger’, “ftp’, “ftp_data’, ‘gopher’, "harvest’, "host-
names’, *http’, *http_2784°, “http_443", "http_8001", ‘imapt’,
TRC”, “iso_tsap’, ‘klogin’, ‘kshell’, Idap’, ‘link’, ‘login’, ‘mtp’,
‘name’, ‘netbios_dgm’, ‘netbios_ns’, ‘netbios_ssn’, ‘netstat’,
‘nrsp’, ‘nntp’, ntp_u’, ‘other’, ‘pm_dump’, ‘pop_2’, ‘pop_3’,
‘printer’, ‘private’, red_i’, remote_job’, “tje’, “shell’, ‘smtp’,
‘sql_net’, ‘ssh’, ‘sunrpc’, ‘supdup’, ‘systat’, ‘telnet’, “tfitp_u’,
‘tim_i’, ‘time’, ‘urh_i’, “urp_i", ‘uucp’, “uucp_path’, “vmnet’,
‘whois’, ‘X11’, 'Z39_50°

flag(F4) Do not need ‘OTH’, REJ’, 'RSTCY, 'RSTOS0", RSIR’, ‘807, ‘817, ‘827, 83,
‘SF, ‘SH’
class(fd2) Do not need ‘normal’, ‘anomaly’

count(f23), serror_rate(f25),
rervor_rate(fi7),

sro_error_rate(f28), g)

sare_sro_rate(f29), . . c

gsr_gosf_cmfméw e - count(f23): Sum of connections to the same destination IP address.

st_host_sro_count , e g 0

dst_host_sate_svv_rarelfsd), - serror_rate(f25): The percentage of connections that have activated the flag(f4) s0, s1, s2 or s3,
g gt i among the connections aggregated in count(f23).

dst_host_sru_serror_rate(f39),
dst_host_rerror_rate(fd0),
dst_host_sru_error_vafe(fd1)
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» Case 2. select ‘f4.flag’ (don’t'need calculation)
» {4 flag: Connection status: SF, S0, S1, S2, S3, OTH, REJ, RSTO, RSTOS0, SH, RSTRH, SHR.

Attribute Selection Mode Attribute selection output

(®) Use full training set
() Crosswvalidation  Folds 10

Seed 1
l (Mum) count IF']
' Start | Stop
Result list (right-click for options)

11:03:52 - BestFirst + CisSubsetEval

- BestFirst + CisSubsetEval
11:05:17 - BestFirst + CisSubsetEval
11:07:15 - BestFirst + CisSubsetEval

== Attribute Selection on all input data =—

Search Method:
Best first.
Start set: no attributes
Search direction: forward
Stale search after 5 node expansions
Total numbker of subsets evaluated: 123
Meritc of best subset found: 0.358

Attribute Subset Evaluator (supervised, Class (nominal): 2 flag):
CF5 Subset Ewaluator
Including locally predictive attributes

Selected attributes: 4,5,6,7,14,17 : &
SError_rate
SrV_sSerror rate
EError_rate
Srv_rerror rate
dst _host srv serror rate
class

i

1 Log #x{)




o (Case 3. select f23. count’ (calculation)

» f23.count: Sum of connections to the same destination IP address.

Attribute Selection Mode Attribute selection output
f |
(®) Use full training set =N |:
(_) Cross-validation Foldz 10 Evaluation mode: evaluate on all training data
Seed 1
=== Attribute Selection con all input data ===
(Num) count ’V
—_— Search Method:
Start Stop Best firat.
R it . o Start set: no attributes
r =y P 3 ) N Search direction: forward
: Stal ch aft S nods i
11:03:52 - BestFirst + CisSubsetEval R e ~

11:04:33 - BestFirst + CfsSubsetBEval
11:05:17 - BestFirst + CfsSubsetEval
1 =

1 - BestFirst + € ubsetkEval

Total number of subsets evaluated: &3
Merit of best subset found: 0.628

Atcribute Subset Ewaluator (supervised, Class (numeric): 3 count):
CF3 Subset Evaluator
Including locally predictive attributes

Selectad attributes: 8,12 : 2
same_Srv_rate
dst_host_diff srv_rate

Status

Log

<




Case 5. select ‘25.serror _rate’ (calculation)

» f25.serror_rate: The percentage of connections that have activated the flag(f4) s0, s1, s2 or s3, among the connections
agqgregated in count(f23).

Attribute Selection Mode Altribute selection output
r r N
i (®) Use full training set A
| C) Cross-validation Ealds: 10 === Attribute Selection on &ll input data =—= -
Sead 1 Search Method:
| Beat first.
Start set: no attributes
l (Numj} serror_rate ’ﬂ J Search direction: forward
Stale search after 5 node expansions
Start Stop Total number of subsets evaluated: 72
Merit of best subset found: 0.993
Result list (right-click for options)
o - —— -
Attribute Subset Ewaluator (supervised, Class (numeric): 4 serror_rate):
11:03:52 - BestFirst + CfsSubsetEval CFS Subast Evaluator ™
11:04:33 - BestFirst + CfsSubsetEval Including locally predictiwve attributes
11:05:17 - BestFirst + CfsSubsetEval
11:07:15 - BestFirst + CfsSubsetEval SELECECHEErItteRLl y Ayl an B
SIV_Serror_rate
setEval = T
same Srv_rate
dst_host_serror_ rate
i




Features

eonnt{f13), sermoe_ra.

Do not resed

Tonotmeed

Do ot need

BRC”, "bo_tsap”, ‘Klogin', ‘kehell, ldap’,
mame’, ‘nethios_dgm’, “netbios_ns’, ‘nethios_s
b, nbpu’, other’, “pm_c ' popE
’ je', shell’, “smip’,
", ralnet’, “tp ',
nnen math’ “wmnet’

pop.3

/'

@relation 'KDDTrain-weka.filters.unsupervised.attribute.Remove-R1-2,5-

@attribute service {aol,auth,bgp,courier,csnet_ns,ctf,daytime,discard,

@attribute flag {OTH,REJ,RSTO,RSTOS®,RSTR,S@,51,52,53,5F,SH}
@attribute count numeric

@attribute serror_rate numeric

@attribute srv_serror_rate numeric
@attribute rerror_rate numeric

@attribute srv_rerror_rate numeric
@attribute same_srv_rate numeric

@attribute dst_host_ count numeric
@attribute dst_host_srv_count numeric
@attribute dst_host_same_srv_rate numeric
@attribute dst_host_diff_srv_rate numeric
@attribute dst_host_serror_rate numeric
@attribute dst_host_srv_serror_rate numeric
@attribute dst_host_rerror_rate numeric
@attribute dst_host_srv_rerror_rate numeric
@attribute class {normal,anomaly}

@data
ftp_data,SF,2,0,0,0,0,1,150,25,0.17,0.03,0,0,0.085,0,normal
other,SF,13,0,0,0,0,0.088,255,1,0,0.6,0,0,0,8,normal
private,Se,123,1,1,0,0,08.085,255,26,0.1,0.05,1,1,0,0,anomaly
http,SF,5,0.2,0.2,0,0,1,30,255,1,0,0.03,0.01,0,0.01,normal
http,SF,30,0,0,0,0,1,255,255,1,0,0,0,08,0,normal
private,REJ,121,0,0,1,1,0.16,255,19,06.067,0.087,0,0,1,1, anomaly
private,S0,166,1,1,0,0,0.05,255,9,0.04,0.05,1,1,0,0,anomaly
private,Se,117,1,1,0,0,0.14,255,15,0.06,0.87,1,1,0,0,anomaly
remote_job,Se,270,1,1,0,0,0.89,255,23,0.09,0.05,1,1,0,0,anomaly
private,So,133,1,1,0,0,0.06,255,13,0.05,0.06,1,1,0,0,anomaly
private,REJ,205,0,0,1,1,0.06,255,12,0.05,0.07,0,0,1,1,anomaly

private,S0,199,1,1,0,0,0.02,255,13,0.05,0.07,1,1,0,0,anomaly
http,SF,3,0,0,0,0,1,8,219,1,0,0,0,0,0,normal
ftp_data,SF,2,0,0,0,0,1,2,20,1,0,0,0,08,0,anomaly
name,S®,233,1,1,0,0,0,255,1,0,0.07,1,1,0,0,anomaly
netbios_ns,Se,96,1,1,0,0,0.17,255,2,0.01,0.06,1,1,0,0, anomaly
http,SF,8,0,0.11,0,0,1,91,255,1,0,0,0,0,0,normal



* Done all features with ‘select attributes’

 (Can be dataset as an input in GNN (Graph Neural Networks)

# KDDCuplQ+17-DDoS arff

fa

fa
f23
fzh
T2k
27
f2g
219
faz
faz
fad
f35
fag
fag
f4n
fa1
i3z

Mernt of best subset found

Total number of subsets evaluated

Service
flag
count
Serrar_rate
sry_serror_rate
rerror_rate
sy _rerrar_rate
same _srv_rate
dst_host_count
dst_host_srv_count
dst_host_same_srv_rate
dst_host_diff_srv_rate
dst_hast_serror_rate
dst_host_srv_serror_rate
dst_host_rerror_rate
dst_host_srv_error_rate

class

119
123
a5
7z
100
g5
g5
114
95
g5
140
98
100
100
97
114
162

0,483
0,558
0,628
0,993
0,954
0,989
0,989
0,568
0,543
0,597
09
0,518
0,957
0,991
0,957
0,971
0,548
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* Flow of the GNN

I-' L
EdgeID=0.1.2. 3,00, 1.2.3.0 o .
Edge-Amay=1,2,0,0,3,1,2,0,0,3 vogl, e 8 s [ ——
VertexID=5,6,7. 8, — SCAS, (A —
Vertex-array =4, 5 — T e e .",._: Eeal-titne data

{b) Representation of adjaceacy graph

Weight Matrix(W)
-1 1
w L]
N E Level Featuring
’
Feature Matrix (X') Feature Matrix (X)) -
- Adjacency Matrix (A)

Data Split

Fig. 1 Flow of GNN Fig. 2 Methodology



dst_host_srv_serror_rate
srv_rerror_rate

v /

R serror_rate

dst_host_ dlff srv rate

\\\\ ‘ #’ . v \
~al o

dst_host_same_srv_rate

v
dst_host_serror_rate
dst_host_count \

dst_host_srv_rerror_rate

Table 6 Correct Instances of KDDCup

Eazed Peature Type Correct State Accuracy
Correctly Classifier Instances ank22 18585
Incorrectly Clagsified Instances hdhl 28,1417
sarvice Kappa statiztic 08567
Mean abzolute errer (MARE) 0.0108
Root mean squared ervor (RMSEE) 00756
Correctly Classifier Instances 124520 98 3466
Inecorrectly Clazsified Instances 1453 11554
flag Kappa statistic 0.9794
Mean absolute errer (MAE) 0.0052

Root mean squared error (RMEE) 0.0424




Conclusion

= \We have conducted an accuracy analysis based on the feature.
 The problem with the existing methods has been that real-time processing of the anomaly signal discovery is challenging.

= To solve this, we proposed an update of the anomaly signal, focused around the features, and a method to
detect the anomaly signal based on the selected features.

= |n this study (in the algorithm), the features that can be selected from raw data were service(f3) and flag(f4).
= The flag(f4) was selected over service(f3) for its relatively higher accuracy score.

= |n the results, it determined the anomaly with 99.7% (0.997) accuracy in f(4)(S0), and in case f(4)(REJ)
received 11,233 signals with a normal or 171 anomaly judgment accuracy of 98.7% (0.987).
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